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for day-to-day operations” [3]. Managing policieamually is
Abstract—Policy management in organizations became risingood for small organizations, but large organizatichould
issue in the last decade. It's because of todaggulatory have software solutions to manage their policiea imay that
requirements in the organizations. To manage [slidn large is quick, online and reliable.
organizations is an imperative work. However, maphrallenges
facing organizations in the last decade is managihtie policies in
the organization and making them an active docusneather than
simple (inactive) documents stored in computer tdude or on a Policy can be defined as plan of action used by an
shelf. Because of this challenge, organizations dnegmlicy organization to give instructions from its managetre those
management program. This policy management program be who perform day to day duties on behalf of the nizgtion
either manual or automated. This paper presengestigns towards ., tavt [1]. It can also be defined as organizationles and

managing policies in organizations. As well as fjmes policy . . .
management solution or program to be utilized, rmhouautomated. regulations that define acceptable and unacceptaifi@vior

The research first examines the models and framewosed for Within the organization [1]. Policy is typically iten
managing policies from various perspectives in litezature of the document that defines a plan or course of actiorguie
research area/domain. At the end of this papeoliaypmanagement decisions and achieve rational outcome(s) in orgiun [2].
framework is proposed for managing enterprise Esieffectively

and in a simplified manner. .

Il. POLICY

POLICY MANAGEMENT

Keywords—Policy, policy management, policy management !N the last decade, policy management became an

program, policy repository. imperative issue in organizations, because of nroder
regulatory requirements. Therefore, policy manageme
I. INTRODUCTION entails, managing the life cycle of the policy fraimafting

OLICY can be defined as plan of action used by aHnt.il archival. According to [4], there are fivek stages of
organization to give instructions from its senioOlicy management:

management to those who make decisions to takenacti + Establishing policy requirements - Investigatingtaé
and perform other duties on behalf of the orgarim& “relevant law, regulatory requirements, guideliaesl
context [1]. Major challenge facing organizatiomsthe last best practice” [4] which is necessary to identif
decade is how to distribute all their policies target business requirements.
employees. And to keep them read, understand amplgo * Drafting policy — is to come up with statementsia
with all policies in the organization [3]. Becausé this sounds fine in legality, in simple English [4].
challenge, there is a strong demand in organizationsome » Policy deployment - Sharing and distributing pai
kind of policy management solution. This policy ragament around the organization.
solution can be either manual or automated [3].ickol e Testing understanding & affirming acceptance - To
management in the context of this paper is the emon of make sure that employees understand the policy and
policies into practical and enforceable [3] docutagmather ready to abide by it.
than simple documents in which employees negleaiaor't e Auditing policy penetration - Reviewing policy and
read it, that can be implemented in the organinati® whole. generating report to the [4] management on
However, most organizations manage their policiesumlly. compliance status.
Weisman quoted “Developing a manual policy managgme
solution is creating a set of procedures that cefléhe purpose IV. POLICY REPOSITORY

of the policy. Keep the policies as high level asgible; the Another important issue which was examined in this

procedures and guidelines will provide the deta#gessary regearch is policy repository. It is a shared dagabwhere all

policy documents are stored for ease of accesslarge
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time. Policy repository is the main important coment of
policy management program. However, this compondhbe
used as part of the proposed policy managemengfrani.

V.POLICY MANAGEMENT PROGRAM
To implement policy management across the orgaoizaa

policy management program should be developed. AQe policies. Lastly,
policy can be managed manuatly

discussed eatrlier,
automated way. Based on this, there are two appesafor
developing policy management program [3]; manual
automated. For the manual, there is human invodvegno
manage the policies. For the automated approadiwesse

existing ones within specified time frame, or siynpliew
policies that are stored in the policy repositofyne policy
repository is used for the storage of policieserathey have
been drafted and approved by the approvers ofpility by
using policy management tool. It is a database,clwhs
connected to the Policy Management Tool for theagf® of
Policy Decision Point is tfieal point
where management users can approve newly draftétieso
and allow them to be accessed by the normal usestsif.

or

VIII. UNIVERSITI TEKNOLOGI MALAYSIA : CASE STUDY
Universiti Teknologi Malaysia (UTM) is one of Malsig’s

tools are used instead [3]. The manual way of polideading universities in engineering, science amtirtelogy. It
management program is good for small organizatmmwause is located in Johor Bahru, the southern city of &ala [6]. It

of their limited number of policies which peoplencananage

easily. But large organizations need software #mlutto
manage the large number of policies across then@aton.

VI. PoOLICY MANAGEMENT MODELS

In order to propose a policy management framewor

several existing related frameworks were studied #me
IETF/DMTF Policy Framework is deemed most suitéatolée
investigated in depth.

VII. THE IETHDMTF POLICY FRAMEWORK

is famous [6] for being at the forefront of engireg and
Technological knowledge in Malaysia. Interest inligo
management began when the University's legal affair
department decided to have a software tool to use f
managing policy documents all over UTM because haf t

gxisting huge policy documents. The department sieted

make all UTM policies in digital format, rather tharinted
documents kept on shelves, to ease access. TazdigliM
policies, they need to have web base policy manageinol.
This will consist of policy repository, for the séme of all
policies, and policy management for retrieval, tingf
reviewing and storing policies. The legal departmalso

The IETF/DMTF policy framework is introduced by IET neeqs to keep all staffs updated on the currenbihgolicies
(Internet Engineering Task Force) and DMTF (Disttéll py providing online policy management tool. Thilt@an
Management Task Force) and is shown in figure lis Thgive them access to all policies online which isyveasy for
framework is being used as the basis for the &f@t them to read understand and to keep them updatedewn
designing a policy management framework. It cossitfour hoicies. After the problems have been identifiad interview

components namely: policy management tool, policyas conducted with top officers of the legal deperit in

repository, policy decision point and policy enfement point.

Policy management Tool

Policy

y Repository

Policy decision Point |«

Policy enforcement point

\ 4

Fig. 1 The IETF/DMTF policy framework [5]

The policy management tool is a graphical userrfiace
where the users or policy readers can use it t@sacthe
organization’s policies. This tool provides the imegism to
retrieve policies from the policy repository. Withthis tool
the management users can also draft new policesew

UTM to get deep understanding on the state of tioblpm.
The result from the interview showed that thera iseed for
policy management software to use as a solution ther
problem. However, policy management framework was
proposed as a solution for the problem regardinghon to
make all policies online and how to keep staff éad and
understand organization’s policies.

IX. PROPOSED POLICY MANAGEMENT FRAMEWORK

As discussed above, IETF/DMTF policy framework sedi
as the basic concept in order to design policy mament
framework as a solution for the policy managemesgdnin
organizations. The proposed framework will give
organizations policy management solution and iswsh
figure 2.
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Fig. 2 Proposed Policy management framework

As shown in the above figure,

the proposed

framework consists of the following components:

I

2
3
4

o 01

. Policy Reviewers
. Policy Approver, Readers and Owner
. Browser
. Policy Management Tool
a. User Interface Manager
b. Policy Editor
c. Policy Decision Point
. Policy Approvers
. Policy Repository
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TABLE | SUMMARY OF PROPOSEDPOLICY MANAGEMENT FRAMEWORK DESCRIPTION

Policy Approver, Readers an

d These three components are the users of the potiagagement

11%

Owner framework. Policy approver is the person who apesothe policy after i
has been drafted by the policy creator or owneliciP@eaders are th
target groups in the organization those requireckéal the policy. Lastly
policy owner is the person(s) drafted the policgmated it.

Browser This is the first component that helps sisar access the poligy

management tool by using web browser.

Policy Management Tool

The second component itiiey management tool. This component

consists of three sub components which are Userfate Manager, Policy
Editor and Policy Decision Point.

User Interface Manager

The User Interface Manag¢he front end of the policy management

tool where the users may be able to view the exgiplicies.

Policy Editor

The second component of policy nagement tool is the policy edito
This component allows the user to view, draft aedaw the policies and
save it to the repository.

=

Policy Decision Point

The final component of tpelicy management tool is the Policy
decision Point where the administrator or top lamahagement users can
release the newly approved policies and allow theine accessed by the
target staff.

Policy Approvers

The third component of the proposed model is thécyP@\pprovers,
where the administrator or top level managementsusan approve th
newly drafted policies so the readers will be d@blgiew.

D

[2] Wikipedia.Policy. http://en.wikipedia.org/wiki/Policy. (Last access
on April 30, 2010).
X.CONCLUSION [3] Harris Weisman. (2006)Policy management: Manual vs. automated

There is not a clear and complete definition ofigyol
management in the past literature. However, thipepa 4!
presented what is meant by policy management aiceptd
the researcher's view. And also IETF/DMTF policys)
framework is used as basic idea in designing policy

tools. Information Security magazine.

PolicyMatter - White Paperthe Freedom of Information Act - Why
effective policy management is crucial. 05/01/2005 available:
http://www.policymatter.com/news/news050105/.

Dinesh C. Verma & IBM Thomas J Watson Research €ef2003.
Smplifying Network Administration Using Policy-Based Management.

management framework, which is the main resulhefgaper.
This proposed policy management framework was desligo
help large organizations to manage their policiad &eep
their employees read and understand all policiessacthe
organization. In the near future, to implement ftsanework
presented in the paper, a policy management tawtésled to
develop. The tool can be used to manage all psligre
organization, in order to proof the concept presgrn this
paper. This policy management tool will be a web#iiat has
all policy management need across the organization.
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