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Abstract—The existing information system (IS) developments 

methods are not met the requirements to resolve the security related 
IS problems and they fail to provide a successful integration of 
security and systems engineering during all development process 
stages. Hence, the security should be considered during the whole 
software development process and identified with the requirements 
specification. This paper aims to propose an integrated security and 
IS engineering approach in all software development process stages 
by using i* language. This proposed framework categorizes into three 
separate parts: modelling business environment part, modelling 
information technology system part and modelling IS security part.  
The results show that considering security IS goals in the whole 
system development process can have a positive influence on system 
implementation and better meet business expectations. 

 
Keywords—Business Process Modelling (BPM), Information 

System Security, Software Development Process, Requirement 
Engineering. 

I. INTRODUCTION 

NFORMATION SYSTEMS (IS) are used in almost every area of 
life, for example, in the military, health sciences, 

telecommunication, e-commerce etc, hence there is a need to 
ensure that these systems are secure as many systems contain 
private data which should only be available to authorized 
parties. For example, the mobile phone order management 
process in a telecommunication company contains the 
customers’  personal information and credit card information, 
thus this system must be secure to ensure the customers’  
privacy. 

Security is considered a non-functional requirement by the 
software engineering community [1]. Non-functional 
requirements represent constraints, such as authorized and 
unauthorized accesses where the systems are operating [2] [3]. 
Therefore, security requirements must be defined after 
identifying the system. However, there are many challenges in 
implementing security into IS.  Firstly, security requirements 
are often complicated to analyze and model. The requirement 
of separate the functional and non-functional requirements  is 
one main problem in analyzing the non-functional 
requirements whereas the non-functional requirements could 
be related to one or set of the functional requirements at the 
same time. However, when the non-functional requirements 
are stated separately from the functional requirements, the 
relationship between them cannot be seen easily. Secondly, IS 
developers may lack knowledge on developing and modelling 
a secure system [4] [5]. 
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Security should be considered throughout the entire 

business development process and requirements specifications 
should be identified. If security is only considered in certain 
stages of the development process, the security requirements 
will conflict with the system’s functional requirements. 
Therefore, the issue of security must be taken into account 
with functional requirements during the system development 
stages in order to limit conflict.  This can be done by defining 
them in the early stages of system development and making 
attempts to overcome them. However, when security is only 
added in the late stages of system development, the chance of 
more conflicts occurring is increased, which may require a lot 
of money to overcome. 

The literature shows that there are many commercial 
methods, such as ITBPM, OCTAVE, CRAMM, EBIOS, 
MEHARI, etc available to IT security officers to perform a 
risk analysis of the security problems and define the security 
solutions [6] [7] [8]. However, these existing methods do not 
meet the requirements to resolve security-related IS problems 
and they fail to facilitate the successful integration of security 
during all development process stages. Thus, we propose an 
integrated security and IS engineering approach in all 
development process stages by using the i* language. In our 
proposed framework, there are four stages in software 
development to create a secure IS: (1) early requirements 
stage; (2) late requirements stage; (3) architectural design 
stage; and (4) details design stage.  

The remainder of this paper is organized as follows: section 
II describes the related work of modeling secure IS; section III 
presents our proposed framework approach; and the 
conclusion and future research directions are presented in 
section IV. 

II. RELATED WORK 

The literature shows that only a few approaches consider 
security requirements as a primary part of all software 
development processes. For example, in [1], the authors 
applied the process-oriented approach to represent security 
requirements as harmonious goals and used them throughout 
the software system development. This non-functional 
requirements proposed framework uses security requirements 
and permits the system developers to consider design 
decisions which are related into the represented non-functional 
requirements. 

In [9], the authors proposed an approach to reuse the 
existing descriptions of the business process to analyze the 
security requirements and derive the essential security 
measures. This proposed approach contained four major steps: 
(1) identifying the general security objectives of the business 
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process; (2) examining the constructed security objectives, 
such as actors; (3) examining whether these specifications are 
consistent or not; and (4) creating a list of essential security 
measures for every business process component. 

In [7] and [10], the authors proposed the requirements 
engineering approach to model and map IS security goals at an 
early stage of the software development process in the context 
of alignment between the business and IS. These approaches 
consist of five major steps: (1) identifying organizational 
environments; (2) derivation of information security goals; (3) 
detecting security requirements from goals; (4) detecting 
constraint and security requirements; and (5) analyzing risks at 
the architectural level. 

 
TABLE I  
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[5] 1999 √    

[11] 2001   √  

[12] 2002 √  √  

[9] 2002 √    

[13] 2002   √  

[14] 2003 √    

[7] 2007 √    

[15] 2007   √  

[16] 2008   √  

[17] 2008 √    

[18] 2008 √    

[19] 2009 √  √  

[10] 2011 √    

[20] 2011   √ √ 
 
In [11], an extension of the Unified Modelling Language 

(UML), called UMLsec, was proposed to contain security 
features in UML model, such as access control and 
confidentiality. There are four different UML diagrams used 
in [11]: (1) class diagrams to guarantee that the exchange of 
data conforms to the security levels; (2) state chart diagrams to 
avoid the indirect flow of information from high to low values 
with the object; (3) interaction diagrams to guarantee the 
accuracy of important security interactions between the 
objects; and (4) deployment diagrams to guarantee that the 
physical layer can meet the security requirements in 
communication. Moreover, in [13], the UML was extended to 
model security and the authors presented a security modelling 
language called SecureUML. The authors described how 

UML could be used to identify access control-related 
information in the whole application design and they used this 
information to automatically create a complete access control 
infrastructure. 

In [5], the authors adapted use cases to propose an abuse 
case model which captured and analyzed security 
requirements. This model identified the specifications of every 
interaction between the system and one or a set of actors as 
this interaction can negatively affect the system. The misuse 
case concept describes functions which the system should not 
allow, as defined in [21] and [22]. Furthermore, the miss-actor 
concept is defined as someone who accidentally or 
intentionally starts the misuse case. In this approach, security 
is considered by analyzing a security-related misuse case. 

In [23], the obstacle concept was used in the KAOS 
framework to capture undesirable system properties, and to 
identify and relate security requirements to other system 
requirements. There are two sets of techniques based on the 
temporal logic formalization utilizing because of obstacle 
goals satisfaction and requirements. 

 
TABLE II  

RELATED WORK ON EXISTING SECURITY GOALS 
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[5] 1999       

[11] 2001  √ √    

[12] 2002 √ √   √  

[9] 2002 √ √ √    

[13] 2002      √ 

[14] 2003 √ √     

[7] 2007 √ √ √    

[15] 2007 √    √ √ 

[16] 2008   √   √ 

[17] 2008      √ 

[18] 2008   √   √ 

[19] 2009 √ √ √    

[10] 2011  √ √ √   

[20] 2011 √    √ √ 
 
All these previously mentioned approaches provide the first 

step in integrating security in the software engineering and 
they are useful in modelling security requirements. However, 
these approaches have several drawbacks since they only 
provide guidance as to how security can be handled during 
certain stages of the software development process.  For 
example, the approach in [11] is applicable throughout the 
design stage while the approach in [5] is used throughout early 
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requirements analysis. We will propose a security approach 
covering all software development processes which can help 
to limit the number of conflicts by defining them at an early 
stage in system development and taking steps to overcome 
them. Table 1 summarizes the literature on existing software 
development process stages. 

Some of the previously mentioned approaches only deal 
with specific security requirements, goals and constraints. For 
example, UMLsec proposed in [11] focuses on access control 
security requirements and integrates this into the model driven 
software development process. However, we will propose a 
security approach which considers all security requirements, 
such as access control and encryption, security goals, such as 
integrity and secrecy, and security constraints, such as 
authorized and unauthorized access. Table 2 summarizes the 
literature on existing security goals. 

III.  PROPOSED FRAMEWORK 

Business Process Modelling (BPM) is a well accepted 
method within the business organization sector for structuring 
business processes. It provides support to the organization’s 
processes using different methods, techniques and software 
tools to control and analyze organizational processes and 
activities, which includes people, organizations, applications, 
documents and other related information. A successful BPM 
method contains three important components:  model, 
strategy, and operations. A business model includes 
knowledge of the creation of the organization, delivers values, 
and how to capture the business goals and objectives. 
Strategies carry rules and guidelines that fulfill all model-
related elements. Operations in the business are the 
combination of several elements, such as people, processes 
and technology, whereas a different group of people worked 
together to complete organizational required goals with the 
help of information system services. 

Many IS security problems can occur when an 
organization’s assets need to be protected from threats and 
attacks. However, it is a complex task to protect these assets 
since the business environment changes rapidly. Business 
organizations comprise complex business structures that are 
evaluated and updated within the customer structures and 
demands which consist of processes, models, strategies and set 
of activities worked together to achieve the business goals. For 
better alignment between IS and business, IS security 
problems have to be addressed by managing security in the 
form of defining, analyzing, modelling and mapping the IS 
attacks and identifying suitable security requirements in order 
to respond to these attacks in four different IS development 
stages: the early requirements stage, late requirements stage, 
architecture design stage and detail design stage. 

This paper aims to present a requirement engineering-based 
approach for business and IS analysts to better understand 
security problems and define their associated security goals 
and to detect security requirements and constraints from the 
goals. We have divided our proposed framework into three 
parts: modelling the business environment, modelling the 
information technology system and modelling the information 

system security, as shown in figure 1. Part 1 is divided into 
two levels: the business decision level and the business 
process modelling level where each level is made up of four 
business components. The business decision level consists of 
business goals, business rules, rules measurement and business 
rules analysis. The business process modelling level consists 
of the role model, the process events, the decision model and 
process monitoring. Part 2 consists of the system behavior, the 
business process, system behavior analysis, and the use case.  

Part 1 and 2 describe the specifications of the business 
organization environment and IT environment respectively, in 
relation to infrastructure and assets, based on the already 
accepted business process modelling methodology known as 
business process modelling towards the derivation of 
information technology goals, as proposed in [24]. Business 
assets are anything that the business organization owns and 
has an economic value to the business organization. For 
example, the business assets in our case study are the mobile 
phone order management process in a telecommunication 
company, the personal information of the company’s 
consumers and staff and the company’s data and knowledge 
management. IS assets are anything that is part of the IT 
department which provides support to the business assets. For 
example, the IS assets in our case study are the hardware, 
software, people and the network etc. Protection of these 
assets is essential for the continued existence of the business 
organization. 

Part 3 describes how to define, model and analyze the 
attacks on IS and the business organization, as security is the 
major element in IS in this proposed approach. It identifies the 
qualities expected from IS, such as reliability, safety, usability 
etc. Part 3 is divided into four different IS development stages: 
early requirements stage, late requirements stage, architecture 
design stage and detail design stage, as shown in figure 2. 

The early requirements stage focuses on understanding the 
problems by studying the setting of the existing organizations. 
In this stage, the business environment and assets are 
identified and the IS security goals and constraints are derived. 
Therefore, the organization model is the output of this stage. 
The late requirements stage focuses on modelling the “to-be” 
security model by adding and analyzing security requirements 
and constraints. The architectural design stage focuses on 
defining the system’s global architecture, such as the mobile 
agents, clients and servers in the subsystems that connect to 
each other throughout data and control flows. The existing 
actors are divided into sub-actors and the security goals are 
delegated as the second level in this stage. The detail design 
stage focuses on defining the architecture elements that have 
been defined in the previous stages in more detail in inputs, 
outputs, controls and security aspects by using the UML 
sequence diagram for the agent interaction diagram [25].  
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Fig. 1 Proposed Framework Approach 
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A. Modelling Business Environment 

The modelling business environment contains two parts: the 
business decision and the business process modelling. 

1. Modelling Business Decision  

Modelling business decisions consist of the business goals, 
the business rules, the rules measurement and the business 
rules analysis. Business goals are used to represent why 
business processes exist and how to fulfill the organization’s 
mission statement. Business rules refer to the statement that 
how to control the overall business behavior. It defines the 
operations, business constraints and definitions that apply to 
an organization. The business rules could be applied to people, 
business processes, behavior and the information system in the 
organization and are put in place in order to assist 
organizations achieve their goals and objectives [11]. The 
measurement of business rules depicts the detailed analysis of 
business rules. Business rule analysis is a procedure to define 
rules and refine their meaning. 

2. Business Process Modelling  

Business process modelling consists of the role model, the 
process events, the decision model and the process 
monitoring. The business role model is used to capture the 
business organizational value. Events in the process are things 
in the business that affect the sequence of the process, 
including activities. The decision model is a unique logical 
representation for business logic showing how and where it is 
executed. Business logic, which is the logic proposed by the 
business rules, represents how the business intends to make 
significant decisions. The decision model is used to perceive, 
manage and organize the business rules and logic. Business 
process monitoring is a method used to identify how business 
people can provide real-time information on the significant 
indicators of the business performance in order to improve the 
speed and effectiveness of business operations. In the process 
monitoring, each individual activity is tracked and thus 
information on the state of the process can easily be seen and 
statistics on the performance of the process can be presented. 
In this proposed paper, we model business decisions and 
business processes using well accepted modelling techniques, 
namely i* and the UML goal tree. 

B. Modelling IT Environment 

The term “IT modelling environment” became popular in 
the mid 1990s and refers to a set of shared IT resources that 
work together to achieve common goals. The IT environment 
normally comprises two major parts: “technical” and 
“human”, where technical includes software, hardware, 
network, telecommunication, etc, and human refers to the 
technical skills (persons) and knowledge that is required to 
maintain the IT resources. In the context of organizations, 
business processes are increasingly becoming more and more 
complex every day and their goals and objectives are changing 
rapidly.In this situation, the IT environment needs to be 
flexible so that rapid changes in business goals and objectives 
can be managed. In this paper, we propose to model the IT 
environment in relation to four different components: system 

behavior, the business process, system behavior analysis and 
use case.  

System behavior refers to how the system should behave 
when the customer places a query. The business process is a 
set of internal organizational procedures or activities that work 
together to achieve an organization’s goals and objectives to 
meet the consumers’ expectations. It is the key element of the 
business where other business components, such as goals, 
strategies, policies etc are based. System behavior analysis is 
used to identify errors in the system’s behavior; for example 
are all the system’s functions working well or not? Use Case 
Analysis is a technique used to identify the high level 
requirements of a system. We begin by identifying the actors 
involved in using the system. We then identify all the 
functions each actor will be performing with the system. Each 
function an actor is intended to carry out with the system is a 
use case.  

Two important elements are necessary for a complete use 
case diagram: actor and use case, where an actor is a person, 
system or other external entity that interacts with the system in 
question and a use case is a description of a system’s intended 
behavior, given an external request by an actor. A use case 
identifies the type of interaction with a system and the actor 
involved. Use cases are a fundamental feature of the UML 
notation for describing system models. 

C. Modelling Information System Security 

Part 3 describes how to define, model and analyze the 
attacks on IS and the business organization, as security is the 
major element in IS in this proposed approach. It identifies the 
qualities expected from IS, such as reliability, safety, usability 
etc. Part 3 is divided into four different IS development stages: 
early requirements stage, late requirements stage, architecture 
design stage and detail design stage. 

The early requirements stage focuses on understanding the 
problems by studying the setting of existing organizations. 
There are two main levels in this stage. In the first level, the 
business environments and assets are identified while the IS 
security goals and constraints are derived in the second level. 
In other words, level 1 is where the business processes can be 
modelled by using the i* language and thus the security 
requirements can be linked within it whereas level 2 defines 
the information system security goals and how to link them 
within the business processes. Therefore, the organization 
model is the output of this stage. 

The functional, non-functional and security requirements of 
the system “to-be” are described in the late requirements 
stage. The “to-be” system introduces one or a set of actors that 
have a set of dependencies with other organizational actors 
identified in the early requirements stage.  
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Thus, the late requirements stage focuses on modelling the 

“to-be” security model by adding and analyzing the security 
requirements and constraints.There are two main steps in the 
architectural design stage. In the first level, the system’s 
global architecture, such as the mobile agent and the 
client/server, is defined in subsystems which interconnect to 
each other throughout the data and control flows. Thus, the 
Architectural Style Selection Diagram (ASSD) proposed in 
[18] is used to model these architecture styles and system 
security requirements and goals. In the second level, the 
existing actors are divided into sub-actors and the security 
goals are delegated.The detail design stage focuses on defining 
the architecture elements that have been defined in the 
previous stages in more detail in relation to inputs, outputs, 
controls and security. In other words, the system developers 
identify the actors’ interactions in detail throughout the detail 
design stage, taking the security-related aspects derived from 
previous stages into account. In this stage, the UML sequence 
diagram is used to model the agent interaction between the 
system actors [20] [21]. 

 
IV. CONCLUSION AND IMPLICATIONS 

Security can play a crucial role in business processes and e-
commerce. However, the literature shows that it is quite 
challenging to add security into business processes for several 
reasons. Firstly, the integration of security into a developed 
business process is not very well understood. Secondly, 
security properties are complicated and error-prone when 
integrated by hand. Furthermore, the lack of experience of IS 
developers can lead to security leaks. Therefore, IS developers 
need to have concrete guidelines and appropriate tools to 
develop secure applications. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Security must be considered throughout the entire business 

development process and requirements specifications should 
be identified. In this paper, we present an integrated security 
and IS engineering approach throughout all the software 
development process stages by using the i* language. We have 
divided our proposed framework into three separate parts: 
modelling the business environment, modelling the 
information technology system and modelling the information 
system security.  

Modelling IS security consists of four major stages: (1) 
early requirements stage; (2) late requirements stage; (3) 
architectural design stage; and (4) details design stage. In the 
early requirements stage, the business environment and assets 
are identified and the IS security goals and constraints are 
derived, whereas in the late requirements stage, the “to-be” 
security model is modelled by adding and analyzing the 
security requirements and constraints. Furthermore, in the 
architectural design stage, the existing actors are divided into 
sub-actors and the security goals are delegated while in the 
detail design stage, the architecture elements are defined in 
more detail by using the UML sequence diagram for the agent 
interaction diagram. 

Two major implications can be derived from the study for 
information system developers and business organizations. 
First, for developers, the study shows how system security 
goals can be derived from the business environment and 
defined during the whole system development process which 
leads them to better improve their system. Second, for the 
business organization, it can increase the customer confidante 
and trust which can lead to increase the companies’ profit.  
However, the paper has one limitation; we have not validated 
our proposed framework within any existing business process 
as a case study. 
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