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Abstract—The existing information system (IS) developments
methods are not met the requirements to resolve the security related
IS problems and they fail to provide a successful integration of
security and systems engineering during all development process
stages. Hence, the security should be considered during the whole
software development process and identified with the requirements
specification. This paper aims to propose an integrated security and
IS engineering approach in al software development process stages
by using i* language. This proposed framework categorizesinto three
separate parts: modelling business environment part, modelling
information technology system part and modelling IS security part.
The results show that considering security IS goals in the whole
system development process can have a positive influence on system
implementation and better meet business expectations.

Keywords—Business Process Modelling (BPM), Information
System Security, Software Development Process, Requirement
Engineering.

l. INTRODUCTION

NFORMATION SYSTEMS (IS) are used in amost every area of

life, for example, in the military, heath sciences,
telecommunication, e-commerce etc, hence there is a need to
ensure that these systems are secure as many systems contain
private data which should only be available to authorized
parties. For example, the mobile phone order management
process in a telecommunication company contains the
customers' persona information and credit card information,
thus this system must be secure to ensure the customers
privacy.

Security is considered a non-functional requirement by the
software engineering community [1]. Non-functional
requirements represent constraints, such as authorized and
unauthorized accesses where the systems are operating [2] [3].
Therefore, security requirements must be defined after
identifying the system. However, there are many challengesin
implementing security into IS, Firstly, security requirements
are often complicated to analyze and model. The requirement
of separate the functional and non-functional requirements is
one main problem in anayzing the non-functional
requirements whereas the non-functiona requirements could
be related to one or set of the functiona reguirements at the
same time. However, when the non-functiona requirements
are stated separately from the functiona requirements, the
relationship between them cannot be seen easily. Secondly, 1S
devel opers may lack knowledge on developing and modelling
a secure system [4] [5].
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Security should be considered throughout the entire
business development process and requirements specifications
should be identified. If security is only considered in certain
stages of the development process, the security requirements
will conflict with the system’s functional requirements.
Therefore, the issue of security must be taken into account
with functiona requirements during the system development
stages in order to limit conflict. This can be done by defining
them in the early stages of system development and making
attempts to overcome them. However, when security is only
added in the late stages of system development, the chance of
more conflicts occurring is increased, which may require alot
of money to overcome.

The literature shows that there are many commercia
methods, such as ITBPM, OCTAVE, CRAMM, EBIOS,
MEHARI, etc available to IT security officers to perform a
risk analysis of the security problems and define the security
solutions [6] [7] [8]. However, these existing methods do not
meet the requirements to resolve security-related |S problems
and they fail to facilitate the successful integration of security
during all development process stages. Thus, we propose an
integrated security and IS engineering approach in all
development process stages by using the i* language. In our
proposed framework, there are four stages in software
development to create a secure IS (1) early requirements
stage; (2) late requirements stage; (3) architectural design
stage; and (4) details design stage.

The remainder of this paper is organized as follows: section
I1 describes the related work of modeling secure IS; section 111
presents our proposed framework approach; and the
conclusion and future research directions are presented in
section V.

1. RELATED WORK

The literature shows that only a few approaches consider
security reguirements as a primary part of al software
development processes. For example, in [1], the authors
applied the process-oriented approach to represent security
requirements as harmonious goals and used them throughout
the software system development. This non-functional
requirements proposed framework uses security requirements
and permits the system developers to consider design
decisions which are related into the represented non-functional
requirements.

In [9], the authors proposed an approach to reuse the
existing descriptions of the business process to anayze the
security requirements and derive the essentiad security
measures. This proposed approach contained four major steps:
(1) identifying the general security objectives of the business
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process; (2) examining the constructed securityeaihbjes,
such as actors; (3) examining whether these spatidns are
consistent or not; and (4) creating a list of edaksecurity
measures for every business process component.

In [7] and [10], the authors proposed the requinaisie
engineering approach to model and map IS secuwisgat an
early stage of the software development procediseitontext
of alignment between the business and IS. Thesmagipes
consist of five major steps: (1) identifying orgestional
environments; (2) derivation of information secygoals; (3)
detecting security requirements from goals; (4)editg
constraint and security requirements; and (5) aadyrisks at
the architectural level.
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In [11], an extension of the Unified Modelling Larage
(UML), called UMLsec, was proposed to contain sigur
features in UML model, such as access control
confidentiality. There are four different UML diagns used
in [11]: (1) class diagrams to guarantee that tkehange of
data conforms to the security levels; (2) statatafiagrams to
avoid the indirect flow of information from high tow values
with the object; (3) interaction diagrams to guaeanthe
accuracy of important security interactions betwetbe
objects; and (4) deployment diagrams to guarartee the
physical layer can meet the security requiremenis
communication. Moreover, in [13], the UML was exded to
model security and the authors presented a secudtielling

ang

UML could be used to identify access control-ralate
information in the whole application design andytised this
information to automatically create a complete asceontrol
infrastructure.

In [5], the authors adapted use cases to proposabase
case model which captured and analyzed security
requirements. This model identified the specifimasi of every
interaction between the system and one or a sattois as
this interaction can negatively affect the systdine misuse
case concept describes functions which the systemld not
allow, as defined in [21] and [22]. Furthermoreg thiss-actor
concept is defined as someone who accidentally
intentionally starts the misuse case. In this apghno security
is considered by analyzing a security-related neisisse.

In [23], the obstacle concept was used in the KAOS
framework to capture undesirable system propertes, to
identify and relate security requirements to otlsgstem
requirements. There are two sets of techniquesdbasethe
temporal logic formalization utilizing because obstacle
goals satisfaction and requirements.

or
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All these previously mentioned approaches provaefirst
step in integrating security in the software engiimg and
they are useful in modelling security requiremeitswever,
these approaches have several drawbacks since othigy
brovide guidance as to how security can be handleihg
certain stages of the software development proceEsr
example, the approach in [11] is applicable thraughthe

language called SecureUML. The authors described hqjesign stage while the approach in [5] is usedutinout early
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requirements analysis. We will propose a securipreach
covering all software development processes whah teelp
to limit the number of conflicts by defining therh an early
stage in system development and taking steps tocowve
them. Table 1 summarizes the literature on existiofjware
development process stages.

system security, as shown in figure 1. Part 1 isded into
two levels: the business decision level and theiness
process modelling level where each level is madefufour
business components. The business decision lewsists of
business goals, business rules, rules measuremeiuginess
rules analysis. The business process modelling Ewesists

Some of the previously mentioned approaches onbt deof the role model, the process events, the decisiodel and

with specific security requirements, goals and traists. For
example, UMLsec proposed in [11] focuses on accesgol

security requirements and integrates this intontieelel driven
software development process. However, we will psgpa
security approach which considers all security ireguents,
such as access control and encryption, securitisgsach as
integrity and secrecy, and security constraintschsas
authorized and unauthorized access. Table 2 surmmesatine
literature on existing security goals.

. PROPOSED FRAMEWORK

process monitoring. Part 2 consists of the systehatior, the
business process, system behavior analysis, andgéhease.
Part 1 and 2 describe the specifications of thenless
organization environment and IT environment respely, in
relation to infrastructure and assets, based onatheady
accepted business process modelling methodologwrkras
business process modelling towards the derivatidn o
information technology goals, as proposed in [Bljsiness
assets are anything that the business organizatiors and
has an economic value to the business organizafton.
example, the business assets in our case studpeamobile

Business Process Modelling (BPM) is a well acceptd@lone order management process in a telecommuomicati

method within the business organization sectosfarcturing
business processes. It provides support to thenmaion’s
processes using different methods, techniques aftvase
tools to control and analyze organizational proegsand
activities, which includes people, organizationgplecations,
documents and other related information. A succéBPM
method contains three important components:
strategy, and operations. A business model
knowledge of the creation of the organization,\dgk values,

company, the personal information of the company's
consumers and staff and the company’s data and Ikdge
management. IS assets are anything that is patheflT
department which provides support to the businesstsa. For
example, the IS assets in our case study are tiiwhee,
software, people and the network etc. Protectionthafse

mod&@ssets is essential for the continued existendbeobusiness
inclug&&ganization.

Part 3 describes how to define, model and analjme t

and how to capture the business goals and objectivé‘ttaCks on IS and the business organization, agigets the

Strategies carry rules and guidelines that fuldill model-

major element in IS in this proposed approactddntifies the

related elements. Operations in the business ae fualities expected from IS, such as reliabilityfesa usability

combination of several elements, such as peoplezegses
and technology, whereas a different group of peemeked
together to complete organizational required goeth the
help of information system services.

Many IS security problems can occur when
organization’s assets need to be protected fromatbrand

etc. Part 3 is divided into four different IS demginent stages:
early requirements stage, late requirements staghijtecture
design stage and detail design stage, as shoviguiref2.

The early requirements stage focuses on undersignde

aRroblems by studying the setting of the existingamizations.

In this stage, the business environment and asaets

attacks. However, it is a complex task to proteese assets identified and the IS s_ecgrity goals z?md constme_ derived.
since the business environment changes rapidlyinBss Therefore, thg organization model is the output_msf stage.
organizations comprise complex business structtiiat are 1he late requirements stage focuses on modelliagttibe”
evaluated and updated within the customer strustared Security model by adding and analyzing securitynements
demands which consist of processes, models, sieatagd set and constraints. The architectural design stageistes on
of activities worked together to achieve the busingoals. For defining the system’s global architecture, suctthesmobile
better alignment between IS and business, IS ggcurf9ents, clients and servers in the subsystemsctmatect to
problems have to be addressed by managing sedaritye each other t_h_rough_out data and control flows. Thlstleg
form of defining, analyzing, modelling and mappitiee 1S actors are divided into sub-actprs a_md the secgmads are
attacks and identifying suitable security requirataen order délegated as the second level in this stage. Ttel diesign
to respond to these attacks in four different ISettepment Stage focuses on defining the architecture elentéatshave
stages: the early requirements stage, late reqeiresstage, Peen defined in the previous stages in more detaihputs,
architecture design stage and detail design stage. outputs, controls and security aspects by using WL
This paper aims to present a requirement engingérsed Seduence diagram for the agent interaction diadp&in

approach for business and IS analysts to betteerstahd

security problems and define their associated #gcgoals

and to detect security requirements and constréiote the

goals. We have divided our proposed framework iti@e

parts: modelling the business environment, modglithe

information technology system and modelling theinfation
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Fig. 1 Proposed Framework Approach
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A.  Modelling Business Environment

The modelling business environment contains twaspéne
business decision and the business process magellin
1. Modelling Business Decision

Modelling business decisions consist of the busirgsals,
the business rules, the rules measurement and ubieelss
rules analysis. Business goals are used to refreskn
business processes exist and how to fulfill theaoization’s
mission statement. Business rules refer to thers@nt that
how to control the overall business behavior. Ifirdes the
operations, business constraints and definitioas #pply to
an organization. The business rules could be apphigeople,
business processes, behavior and the informatitersyin the
organization and are put in place
organizations achieve their goals and objectivel. [The
measurement of business rules depicts the det@ilelysis of
business rules. Business rule analysis is a proedadudefine
rules and refine their meaning.

2. Business Process Modelling

Business process modelling consists of the roleahdbe
process events, the decision model
monitoring. The business role model is used to uwrapthe
business organizational value. Events in the psaes things
in the business that affect the sequence of theepm
including activities. The decision model is a ur@ggical
representation for business logic showing how ahdrevit is
executed. Business logic, which is the logic pregoby the
business rules, represents how the business intendske
significant decisions. The decision model is usegédrceive,
manage and organize the business rules and logsin&s
process monitoring is a method used to identify lasiness
people can provide real-time information on thensigant
indicators of the business performance in ordémfarove the
speed and effectiveness of business operatiorthelprocess
monitoring, each individual activity is tracked arttus
information on the state of the process can e&slgeen and
statistics on the performance of the process caprésented.
In this proposed paper, we model business decisamt
business processes using well accepted modelloimigues,
namelyi* and the UML goal tree.

B.  Modelling IT Environment

The term “IT modelling environment” became popuar
the mid 1990s and refers to a set of shared ITureses that
work together to achieve common goals. The IT emvirent
normally comprises two major parts:
“human”, where technical
network, telecommunication, etc, and human refersthie
technical skills (persons) and knowledge that iguned to
maintain the IT resources. In the context of orgations,
business processes are increasingly becoming nmokenare
complex every day and their goals and objectiveshanging
rapidly.In this situation, the IT environment neetis be
flexible so that rapid changes in business goadsajectives
can be managed. In this paper, we propose to ntbdelT
environment in relation to four different comporersystem

in order to &ssi

“technical” an

behavior, the business process, system behavidysaand
use case.

System behavior refers to how the system shouldeeh
when the customer places a query. The businesegsas a
set of internal organizational procedures or atitigithat work
together to achieve an organization’s goals aneabives to
meet the consumers’ expectations. It is the kesnefte of the
business where other business components, suctoas, g
strategies, policies etc are based. System behawlysis is
used to identify errors in the system’s behavior; éxample
are all the system’s functions working well or n&i8e Case
Analysis is a technique used to identify the highvel
requirements of a system. We begin by identifying &actors
involved in using the system. We then identify &tle
%ﬂnctions each actor will be performing with thestgm. Each
function an actor is intended to carry out with fystem is a
use case.

Two important elements are necessary for a complste
case diagram: actor and use case, where an acopésson,
system or other external entity that interacts \thin system in
guestion and a use case is a description of arsistetended

and the procdsghavior, given an external request by an actousA case

identifies the type of interaction with a systendahe actor
involved. Use cases are a fundamental feature efUNL
notation for describing system models.

C.  Modelling Information System Security

Part 3 describes how to define, model and analyze
attacks on IS and the business organization, agigets the
major element in IS in this proposed approactddntifies the
qualities expected from IS, such as reliabilityfesg usability
etc. Part 3 is divided into four different IS demginent stages:
early requirements stage, late requirements staghijtecture
design stage and detail design stage.

The early requirements stage focuses on undersignde
problems by studying the setting of existing orgations.
There are two main levels in this stage. In thst fievel, the
business environments and assets are identifiete e 1S
security goals and constraints are derived in duwoisd level.
In other words, level 1 is where the business m®ee can be
modelled by using the* language and thus the security
requirements can be linked within it whereas |Xalefines
the information system security goals and how i fihem
within the business processes. Therefore, the mgidon
model is the output of this stage.

The functional, non-functional and security reqoiemts of
he system “to-be” are described in the late remgoents

tage. The “to-be” system introduces one or afsattors that

—

includes ~software, hardayar have a set of dependencies with other organizdtiacirs

identified in the early requirements stage.
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Modelling Information System (IS) Security Level

Early Requirements Stage

Defining Business Environment & Assets Steq

Deriving IS Security Goals & Constraints Ste

7

Detail Design Stage

Using the UML Diagrams, Such as Sequen
Diagrams for Agent Interaction Diagrams

@D

| =)

-

Late Requirements Stage

Modelling the “To-Be” Security Model by
Adding and Analyzing the Security
Requirements & Constraints Step

g

Architecture Design Stage

Defining the System Global Architecture

Dividing Existing Actors into Sub-Actors &
Delegating Security Goals

Fig. 2 Modelling Information System (IS) Securitg\el

Thus, the late requirements stage focuses on nigi¢he
“to-be” security model by adding and analyzing gezurity
requirements and constraints.There are two majpsste the
architectural design stage. In the first level, thestem's
global architecture, such as the mobile agent ane
client/server, is defined in subsystems which tdanect to
each other throughout the data and control flowsusT the
Architectural Style Selection Diagram (ASSD) propadsin
[18] is used to model these architecture styles system
security requirements and goals. In the secondl lahe
existing actors are divided into sub-actors and gkeurity
goals are delegated.The detail design stage foausdsfining
the architecture elements that have been definedh@n
previous stages in more detail in relation to ispwutputs,
controls and security. In other words, the systemetbpers
identify the actors’ interactions in detail throwgth the detail
design stage, taking the security-related aspemiseat from
previous stages into account. In this stage, the.dbtjuence
diagram is used to model the agent interaction éetwthe
system actors [20] [21].

V.

Security can play a crucial role in business preessnd e-
commerce. However, the literature shows that itqiste
challenging to add security into business procekseseveral
reasons. Firstly, the integration of security igtadeveloped
business process is not very well understood. SHgon
security properties are complicated and error-previen
integrated by hand. Furthermore, the lack of exgpee of IS
developers can lead to security leaks. Theref@elelvelopers
need to have concrete guidelines and appropriais tm
develop secure applications.

CONCLUSION AND IMPLICATIONS

Security must be considered throughout the entigniess
development process and requirements specificatbosild
be identified. In this paper, we present an integtaecurity
and IS engineering approach throughout all thewso
tdevelopment process stages by usingtHanguage. We have
divided our proposed framework into three separm#gs:
modelling the business environment, modelling
information technology system and modelling theinfation
system security.

Modelling IS security consists of four major stagék)
early requirements stage; (2) late requirementgest43)
architectural design stage; and (4) details destgge. In the
early requirements stage, the business environarahtassets
are identified and the IS security goals and cands are
derived, whereas in the late requirements stage, tthtbe”
security model is modelled by adding and analyzthg
security requirements and constraints. Furthermorethe
architectural design stage, the existing actorsdaneled into
sub-actors and the security goals are delegatetk Wwhithe
detail design stage, the architecture elementsdafimed in
more detail by using the UML sequence diagramHeragent
interaction diagram.

Two major implications can be derived from the gtdior
information system developers and business orgaoiza
First, for developers, the study shows how systecursty
goals can be derived from the business environnaemt
defined during the whole system development proedssh
leads them to better improve their system. Secdémdthe
business organization, it can increase the custocoidante
and trust which can lead to increase the comparussit.
However, the paper has one limitation; we havevaditiated
our proposed framework within any existing busingssess
as a case study.

the
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