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Abstract—Wireless sensor networks (WSN) consists of many
sensor nodes that are placed on unattended environments such as
military sites in order to collect important information. Implementing
a secure protocol that can prevent forwarding forged data and
modifying content of aggregated data and has low delay and
overhead of communication, computing and storage is very
important. This paper presents a new protocol for concealed data
aggregation (CDA). In this protocol, the network is divided to virtual
cells, nodes within each cell produce a shared key to send and receive
of concealed data with each other. Considering to data aggregation in
each cell is locally and implementing a secure authentication
mechanism, data aggregation delay is very low and producing false
data in the network by malicious nodes is not possible. To evaluate
the performance of our proposed protocol, we have presented
computational models that show the performance and low overhead
in our protocol.

Keywords—Wireless Sensor Networks, Security, Concealed Data
Aggregation.

[. INTRODUCTION

wireless sensor network is composed of large number of

sensor nodes that have strictly limited computation and
communication abilities and power resources [1]. In the near
future, wireless sensor networks are envisioned to be
employed widely in many applications including critical area
surveillance, home and office automation, habitat monitoring,
health monitoring, and military tracking. Therefore, security is
an essential issue in wireless sensor networks and widespread
deployment of these networks could be curtailed without
adequate security [2], [3]. However, compared to conventional
computer networks, implementing security is not easy in
wireless sensor networks due to limited processing power,
storage, bandwidth, and energy of sensor nodes. In addition to
security, limited battery power and bandwidth of sensor nodes
make it a challenging task to provide efficient solutions to data
gathering problem. Therefore, in order to reduce the power
and bandwidth consumption of wireless sensor networks,
several mechanisms are proposed such as data
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aggregation [4]. Data aggregation protocols aim to combine
and summarize data packets of several sensor nodes so that

overall in network communication bandwidth and energy

consumptions are reduced.Since both data aggregation and
security are essential for wireless sensor networks, providing
secure data aggregation has been an attractive problem for
researchers [5], [6], [7], [8], [9], [10], [11]. In many of the
existing secure data aggregation protocols, data aggregators
must decrypt every message they receive, aggregate the
messages according to the corresponding aggregation
function, and encrypt the aggregation result before forwarding
it. Therefore, while these data aggregation protocols improve
the bandwidth and energy utilization in the network, they
negatively affect other performance metrics such as delay and
security. To support secure data aggregation without causing
delay, a set of data aggregation protocols is proposed. These
protocols use privacy homomorphic encryption to allow data
aggregation without requiring decryption of the data [12],
[13], [14]. Protocols in [12] and [13] utilize symmetric and
asymmetric privacy homomorphic encryption to allow
aggregation of encrypted data, respectively. However, in [12],
sensor data must be encrypted with a single key to perform
concealed data aggregation. Therefore, in order to
hierarchically aggregate data of the whole network, sensor
nodes in the network must share a common key and use it for
encryption. Using a single symmetric key in the network is not
secure as an adversary can fake the aggregated results through
compromising only a sensor node. In addition, symmetric key
based privacy homomorphism is shown to be insecure for
chosen plaintext attacks for some specific parameter settings
[15]. The scheme proposed in [13] relies on asymmetric key
based privacy homomorphism but it also requires a single
public key to allow hierarchical data aggregation. The scheme
proposed in [14] allows using different encryption keys in
aggregated data. Authors employ an extension of the one-time
pad encryption technique using additive operations modulo n.
However, several practical issues are not addressed in this
paper such as requirement of a strong synchronization
mechanism.

In this paper, we propose Hierarchical Concealed Data
Aggregation (HCDA) protocol which allows concealed
aggregation of data that are encrypted with different keys.
HCDA protocol virtually partitions the network into several
regions and employs a different public key in each region. Due
to the privacy homomorphic encryption scheme [20] of
HCDA, the data collected in a region can be encrypted using
the public key of the region and the encrypted data of several
regions can be hierarchically aggregated into a single piece of
data without violating data confidentiality. Moreover, during
the decryption of aggregated data, the base station is able to
determine the origin of the data based on the encryption key.
This is particulary useful when the base station needs data
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from a certain region of the network. In order to use multiple
keys in the network area, HCDA protocol employs a group
based network deployment scheme where sensor nodes in a
group use the same public key. In addition, as HCDA protocol
is based on elliptic curve cryptography, it is not affected by
node compromise attacks whereas symmetric key based
concealed data aggregation protocols [12] are significantly
affected from these attacks. Our theoretical analysis shows
that HCDA is feasible for resource constrained sensor nodes.

Our contribution in this work is that we provide a concealed
data aggregation technique that allows hierarchical
aggregation of data encrypted with different keys. Note that to
the best of our knowledge this property cannot be efficiently
achieved by any other existing concealed data aggregation
scheme. Figure 1 presents an example for the motivation
behind HCDA scheme.

The rest of the paper is organized as follows. In Section II,
the state-of-the-art in secure data aggregation is presented.
Section III explains the system model and preliminaries along
with HCDA'’s network deployment scenario. HCDA protocol
is given in Section IV. Concluding remarks are made in
Section V.

II. RELATED WORK

In wireless sensor network domain, secure data aggregation
problem is studied extensively [5], [6], [7], [8], [9], [10], [11].
In [5], the security mechanism detects node misbehaviors such
as dropping or forging messages and transmitting false data. In
[6], random sampling mechanisms and interactive proofs are
used to check the correctness of the aggregated data at the
base station. In [8], witness nodes of data aggregators also
aggregate data and compute MACs to help verify the
correctness of the aggregators’ data at base station. Because
the data validation is performed at base station, the
transmission of false data and MACs up to base station affects
adversely the utilization of sensor network resources. In [9],
sensor nodes use the cryptographic algorithms only when a
cheating activity is detected. Topological constraints are
introduced to build a secure aggregation tree (SAT) that
facilitates the monitoring of data aggregators. In [10], a Secure
Hop-by-hop Data Aggregation Protocol (SDAP) is proposed.
The authors of SDAP are motivated by the fact that, compared
to low level sensor nodes, more trust is placed on the high-
level nodes (i.e., nodes closer to the root) during a normal
hop-by-hop aggregation process in a tree topology. In [11], the
authors propose a protocol that makes use of a web of trust to
overcome the shortcomings of cryptography based secure data
aggregation solutions.

Privacy homomorphism is introduced by Rivest et al. [16].
For example, Rivest’s asymmetric key algorithm RSA is
multiplicatively homomorphic. Due to their high
computational overhead, such asymmetric key homomorphic
encryption algorithms are not feasible for sensor nodes [17].
The privacy homomorphic encryption algorithm introduced by

Domingo- Ferrer [18] is symmetric key based. The concealed
data aggregation algorithm that is proposed in [12] employs
Domingo- Ferrer’s privacy homomorphic encryption
algorithm. However, in order to hierarchically aggregate the
data of the all network, the proposed scheme must uses a
secret key known by all sensor nodes which leads to the
following attack. If a sensor node is compromised, it can
decrypt data of any sensor node which is encrypted by the
secret key. Hence, in this paper, we use a privacy
homomorphic function that is based on elliptic curve
cryptography (ECC). Compared to RSA, ECC provides the
same security level with shorter key size and ciphertexts. It is
shown that 160-bit ECC key provides the same security as
1024-bit RSA key provides [19]. Since communication
communication overhead of wireless sensor networks depends
on the size of data packets, ECC based privacy homomorphic
encryption schemes are more preferable.

III. SYSTEM MODEL AND PRELIMINARIES

We consider a large sensor network with densely deployed
sensor nodes. Due to the dense deployment, sensor nodes have
overlapping sensing ranges and events are detected by
multiple sensor nodes. Hence, data aggregation is needed to
reduce data transmission. Some sensor nodes are dynamically
designated as data aggregators to aggregate data from their
neighboring sensor nodes, although every sensor node is
assumed to be capable of doing data aggregation. To balance
the energy consumption of sensor nodes, the role of data
aggregator is rotated among sensor nodes based on their
residual energy levels. Sensor nodes have limited computation
and communication capabilities [17]. All messages are time-
stamped and nonces are used to prevent reply attacks. Sensor
nodes encrypt their data prior to data transmission. Encrypted
data are decrypted only at the base station. The base station is
interested in data of a region rather than data of a single sensor
node. Therefore, the network deployment area is divided into
several regions as described below.

A. Network Deployment

In order to virtually divide the network area into several
regions, sensor network is deployed using a strategy described
in [21]. In this deployment scenario, before the deployment,
sensor nodes are divided into several groups and each group is
deployed from a certain location over the network area. The
network deployment is usually achieved dropping the sensor
node groups from a plane or a helicopter. Hence each
deployment group covers a part of the network. Using this
deployment scenario, HCDA assigns a public key to each
deployment group so that the base station is able to classify
the data of the groups based on the public key that is used to
encrypt the data.

In the network deployment scenario, we assume that sensor
nodes are distributed with the
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Fig. 1 The motivation behind HCDA protocol. Each group’s data are hierarchically aggregated without violating the data confidentiality.

Fig. 2 Determining the positions of the deployment points

Gaussian distribution allows us to compute the maximum
distance between two deployment points over the network
area. Because, in Gaussian distribution, the distances between
the deployment point of sensor nodes and their final locations
are guaranteed to be less than 30 with probability 0.9987,
where o is the standard deviation of the Gaussian distribution.
If each sensor node group covers a circular area with radius 30
centered at its deployment point, the network area is fully
covered. Therefore, in order to have full coverage of the
network area, the distance (d) between two deployment points
should not exceed 3v20 as shown in Figure 2.

B. Privacy Homomorphism

A privacy homomorphism is an encryption transformation
that allows direct computation on encrypted data. Let E
denotes encryption and D denotes decryption. Also let +
denotes addition and X denotes multiplication operation over a
data set Q. Assume that Kr and Ku are the private and public
keys of the base station, respectively. An encryption
transformation is accepted to be additively homomorphic, if

a+b=Dy, (Eku (a) + Eku(b)) where a,b € Q.
and it is accepted to be multiplicatively homomorphic, if
aXb=Dy, (Eku(a) X Eku(b)) where a,b € Q.
Since, additively and multiplicatively homomorphic

cryptographic functions support additive and multiplicative
operations on encrypted data, respectively, data aggregators

can perform addition and multiplication based data
aggregation over the encrypted data. Privacy homomorphic
encryption can be achieved using symmetric or asymmetric
cryptography. Recently, privacy homomorphism based on
symmetric key cryptography is shown to be insecure for
chosen plaintext attacks for some specific parameter settings
[15]. Therefore, for mission critical networks, asymmetric
cryptography based privacy homomorphism should be used
instead of symmetric cryptography based privacy
homomorphism. However, public key based privacy
homomorphism is prohibitively expensive for resource limited
wireless sensor networks.

Realizing that asymmetric cryptography based privacy
homomorphism incurs high computational overhead, HCDA
protocol employs the elliptic curve cryptography based
privacy homomorphism proposed in [20] which allows
concealed aggregation of data that are encrypted with different
keys. Although the encryption scheme of [20] provides
additive and multiplicative homomorphism, HCDA protocol
only takes advantage of the additive homomorphism property
because multiplicative homomorphism is prohibitively
expensive. In what follows, we describe additive
homomorphic encryption process of HCDA protocol as
explained in [20].

e Key generation: Given a security parameter T € Z
compute @(t) to generate the tuple (q1,¢,,E,n). E is a set
of elliptic curve points that form a cyclic group. The set E
should be order of n where n = ¢,¢,. Randomly select two
points (u and g) of order n from E. Set h =u%2 where h’s
order is ql. Set the public key as P, = (n,E,g,h) and the
private key as P, = q.

e Encryption: Set an integer T where 7 < g, and let the bit
length of 7 be approximately close to the bit length of ¢,.
The message M space should consist of integers in the set
{0,1,...,T}. To encrypt a message m using public key P,
pick a random r« {0,1,..,n—1} and compute the
ciphertext C = g” +h" where + is the addition of elliptic
curve points and &’ is the scalar multiplication of elliptic
curve points a and b. It should be noted that the
encryption process relies on the random number r, the
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resulting ciphertext is probabilistic, and therefore the
scheme is resilient to chosen plaintext attacks [15].

o Decryption: To decrypt a ciphertext C using the private
key PB.=gq,, observe that C% = (g™ +h")N =
(g9 )™, Let § = g% , then to recover m, it suffices to
compute the discrete log of C9t base . It should be noted
that the message m is between 0 and 7, and therefore the
decryption operation takes O(VT) time using Pollards
lambda method [22].

o Aggregation: Two ciphertexts C; = g™ + h™ and
C, = g™2 + h™ are aggregated into a ciphertext of C as
follows:

C' = C,+¢C, = g(m1+mz) + h(r1t72)

For more details such as proof of homomorphism, interested
readers are referred to [20]. Let us give an example to show
how this encryption scheme can be employed in the concept of
wireless sensor networks. In order to encrypt a message m;, a
sensor node N, first chooses a random number 7;, and
computes the ciphertext C; = g™ + h"i using the public key
(n,E,g,h). Similarly, in order to encrypt a message m;, a sensor
node N, first selects a random number r;, and computes the
ciphertext C; = g™/ +h'J using the public key (n,E,gh).
Assume that a data aggregator aggregates C; and C; into C,qe
and sends it to the base station. Then, the base station
computes the aggregated message by calculating the discrete
logarithm of Caygq1 to the base ¢ where q; is the private key
and g = g?1.

IV. HIERARCHICAL CONCEALED DATA AGGREGATION

In the previous section, we explained the homomorphic
encryption scheme of [20]. If the sensor network uses a single
public-private key pair, this encryption scheme can be used in
HCDA protocol directly. However, HCDA protocol aims to
hierarchically aggregate data of multiple sensor node groups
that use different public-private key pairs. Therefore, in what
follows, we describe HCDA protocol’s modified
homomorphic encryption scheme that allows aggregation of &
deployment groups’ data. At the end of this section, we
present a concrete example of HCDA protocol for a wireless
sensor network that consists of two deployment groups.

e Key generation: Given a security parameter T € Z
compute @ () generate the tuple (¢,,9>, ...,qx+1,En). E is a
set of elliptic curve points that form a cyclic group. The
order of E is n where n = q,q,...q;+- Randomly select k+1
points (uy,us, ...,u;,1) from E where the order of u; is n for i
=1tok+ 1. Set & as follows:

k
h=u£+1 where[3=1_[qi and i=1,..,k

i=1
The order of & is g;+1. Now, we need k public keys for k
deployment groups, hence we compute a P value for each
deployment group as follows:

k+1

P, =g; where a= 1_[ g and z=1,..,k

i=1,i#z

The public key of deployment group z is B = (n, E,P,, g, h)

for z =1 to k and the private key is P, = (91,92, ....q+1)-

e  FEncryption: Set T, < g, and let the bit length of 7, be
approximately close to the bit length of g.. The message
M space of a sensor node that belongs to deployment
group z should consist of integers in the set {0,1,...,7.}.
To encrypt a message m using public key PZ, pick a
random r «—{0,1,...,n-1} and compute the ciphertext
C =P™+h" where + is the addition of elliptic curve
points and a’ is the scalar multiplication of elliptic curve
points a and b.

e Aggregation: Let Y, m; denotes that the aggregated
message of ith deployment group, then k ciphertexts
C, =P +h™= for z=1 to k are aggregated into a
ciphertext of C' as follows:

k
C’ = Z Pizmi + hzri
i=1
e  Decryption: During the decryption the base station is able
to separately decrypt the data of each deployment group z

from the aggregated ciphertext C . Let g, be
k+1

g, =87 where a = 1_[ goandz=1,..,k
i=1,i#z
then the base station can recover the aggregated data Y,;_, m;
of each deployment group z by computing the discrete log of
(C)H“ base g, Therefore, decrypted data of deployment group

zis
Zmi = logg(CN* where
i=z
k+1
g, =¢g;, a= 1_[ qi, andz=1, ..,k
i=1,i#z
A. Example

Now, we present an example to show how HCDA protocol
achieves hierarchical concealed aggregation of multiple
deployment groups’ data. For the sake of simplicity, let us
assume that the network consists of four deployment groups
and only two groups send data to the base station. Group 1 has
the public key Pl (n, E, P;, g h) and group 2 has the public key
PZ(n,E, P, g h). As shown in Figure 3 each group has two
sensor nodes and a data aggregator. Group 1 has sensor nodes
SN{, SN and data aggregator DA,. Similarly, group 2 has
sensor nodes SN#, SNZ and data aggregator DA,. There is
also another data aggregator DA; of group 3 that aggregates
and transmits data of DA; and DA, to the base station. In order
to keep the example simple, order of P;, P,, and 4 are set to
small numbers as follows:

. Order of P; and value of ¢, is 11
Order of P, and value of ¢, is 13
Order of /4 and value of g3 is 17

. Order of n = q,q,q5 is 2431

Sensor nodes in group 1 and 2 encrypt and send their data
as follows (note that » values are randomly generated by
sensor nodes)
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e SN{ generates message M{ = 1 and encrypts it as
Cf =Pl +h*

. SNE generates message MZ = 3 and encrypts it as
CE =P +hn

. SN# generates message M4 = 4 and encrypts it as
Cf =P} +h?

. SN$ generates message MZ = 2 and encrypts it as
CP=P2+h

Sensor nodes send their messages to data aggregators. Data
aggregator DA, aggregates C{ and CE as €, = P + h'0.
Similarly, data aggregator DA, aggregates C; and Cf as
C, = P2 + h®. DA, and DA, send their aggregated data to
DAj;. DA;z aggregates C) and C, as C = P{ + P§ + h'°. Since
order of 4 is 17, h'’=wx, and w is the additive unit element in
elliptic curve arithmetic, we can write C = P{ + P§ + h%. D4,
sends C to the base station.

In order to obtain the data of group 1, the base station first
computes C9293 = (P} + P + h?)??!. Since a” donates scalar
multiplication of elliptic curve points, C9293 equals PE8* +
P3326 4 h**2 Note that h'7 = o, P!' =0, and P}3 = oo,
then, using elliptic curve arithmetic, we can write C9293 = P},
Finally, the base station obtains data of group 1 by computing

the discrete logarithm of €9293 = P} to the base &, where

5 — 4243
g1 - gl .

V. CONCLUSION

In this paper, we have presented our ongoing work on
hierarchical concealed data aggregation. Considering to data
aggregation in each cell is locally and implementing a secure
authentication mechanism, data aggregation delay is very low
and producing false data in the network by malicious nodes is
not possible. Currently, we are working on adding an integrity
check mechanism to proposed scheme and implementing the
proposed scheme to evaluate its security and performance.
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