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Abstract— Recent research result has shown that two mul-
tidelay feedback systems can synchronize each other under dif-
ferent schemes, i.e. lag, projective-lag, anticipating, or projective-
anticipating synchronization. There, the driving signal is significantly
complex due that it is constituted by multiple nonlinear transforma-
tions of delayed state variable. In this paper, a secure communication
model is proposed based on synchronization of coupled multidelay
feedback systems, in which the plain signal is mixed with a complex
signal at the transmitter side and it is precisely retrieved at the receiver
side. The effectiveness of the proposed model is demonstrated and
verified in the specific example, where the message signal is masked
directly by the complex signal and security is examined under the
breaking method of power spectrum analysis.

Keywords—chaos synchronization, time-delayed system, chaos-
based secure communications

I. INTRODUCTION

Since the idea of synchronizing two identical autonomous
chaotic systems was first introduced by Pecora and Carroll [1],
chaos synchronization has been received great interest and
quickly become an area of active research in nonlinear sci-
ence. It has been widely investigated in many fields, such
as physical [2], chemical and ecological science [3], [4],
secure communications [5], etc. General speaking, the syn-
chronization phenomenon of coupled dynamical systems can
be interpreted that the master (drive system) sends the driving
signal to drive the slave (driven system), and there exists some
functional relation in their trajectories during interaction. So
far, there are several schemes of synchronization proposed
and pursued, i.e. complete synchronization (PC) [1], general-
ized synchronization [6], projective synchronization [7], lag
synchronization [8], anticipating synchronization [9], phase
synchronization [10] and their combinations [11], [12].

In a synchronization-based secure communication system,
the message signal is concealed by modulating with a complex
signal produced by a chaotic system, and it is recovered
by synchronizing between the master at the transmitter side
and the slave at the receiver side. Moreover, the complex
signal produced by the master is a chaotic, broadband, noise-
like signal, so it is used as a carrier for secure transmis-
sion. In general, the security of chaos-based communication
systems is dependent on the complexity degree of master’s
dynamics, carrying signal as well as the encryption scheme
used. According to the method used for encrypting the plain
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signal, there are five common types of chaos synchronization-
based encryption structures: additive masking [13], parametric
modulation [13], [14], state variable modulation [15], chaos
shift keying (CSK) [16] and synchronization-manifold shift
keying (SMSK) [17]. Additive masking is looked as a simplest
scheme in which the plain signal is added with the driving
signal and the resulting signal is sent to the receiver. In consid-
eration of the complexity degree of master’s dynamics, time-
delay systems are regarded as a prominent candidate for the
application in secure communication due that those produce
highly dimensional dynamics [18], [19]. Presented in [20],
[11], [12], coupled multidelay feedback systems synchronize
each other under different synchronization schemes depending
on the relation of the value of time delays and that of system
parameters. The driving signal is significantly complicated
because it is a combination of nonlinear components of
delayed state variable. Moreover, the complexity degree of
the driving signal can be customized by changing the number
of nonlinear components as well as the appropriate value of
delays and parameters.

In this paper, a secure communication model is proposed
mainly based on synchronization of coupled multidelay feed-
back systems, on restriction of existing reconstruction methods
in reconstructing a multidelay feedback system by observing
multidelay driving signal as well as on exploitation of the
complexity of time-delay signal to conceal the message signal.
There, the time-delay signal, which is used as a carrying
signal, is constituted by nonlinearly transformed components
of delayed state variable, and it is used for mixing with
the plain signal. The effectiveness of the proposed model is
demonstrated and verified in the specific example, where the
message signal is masked directly by the complex signal and
security is examined under the breaking method of power
spectrum analysis.

II. REVIEW OF SYNCHRONIZATION OF COUPLED

MULTIDELAY FEEDBACK SYSTEMS

In [20], [11], [12], the schemes of synchronization of
coupled multidelay feedback systems have been studied with
the structure illustrated in Fig. 1. The equations are given in
eqs. (1)-(3). The driving signal is generated by a driving signal
generator (DSG) in the form of eq. (2).

Master:
dx

dt
= −αx+

P∑
i=1

mif(xτi) (1)
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Driving signal:

DS(t) =
P∑

i=1

kif(xτP+i) (2)

Slave:

dy

dt
= −αy +

P∑
i=1

nif(yτi) +DS(t) (3)

where α,mi, ni, ki, τi ∈ �; integer P , the time-delayed
variables xτi and yτi stand for x(t − τi) and y(t − τi), re-
spectively. f(.) is the differentiable generic nonlinear function.
Note that, as given in eq. (2) the driving signal is combination
of multiple delay components, thus, the driving signal is highly
complex.

Suppose τd be the time length of delay between state
variable of master and that of slave. According to Krasovskii-
Lyapunov theory [21], [22], the sufficient condition for differ-
ent schemes of synchronization, together with the supposed
relation between the value of delays and parameters, is

(i) For the scheme of lag synchronization, synchronization
manifold y(t) = x(t− τd):

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

α >

P∑
i=1

|ni| |supf ′(xτd+τi)|

τP+i = τd + τi

mi − ki = ni

(4)

(ii) For the scheme of anticipating synchronization, synchro-
nization manifold y(t) = x(t+ τd):

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

α >

P∑
i=1

|ni| |supf ′(xτi−τd
)|

τP+i = τi − τd (τi ≥ τd for ∀i)
mi − ki = ni

(5)

(iii) For the scheme of projective-lag synchronization, syn-
chronization manifold ay(t) = bx(t− τd):

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

α >
P∑

i=1

|ani| |supf ′(xτd+τi)|

τP+i = τi + τd

bmi − aki = ani

(6)

(iv) For the scheme of projective-anticipating synchroniza-
tion, synchronization manifold ay(t) = bx(t+ τd):

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

α >
P∑

i=1

|ani| |supf ′(xτd−τi)|

τP+i = τi − τd (τi ≥ τd for ∀i)
bmi − aki = ani

(7)

where a and b are non-zero real. It is easy to realize
that the lag/projective-lag synchronization is turned into the
anticipating/projective-anticipating synchronization by chang-
ing the relation between the value of delays from τP+i =
τi + τd to τP+i = τi − τd.

III. PROPOSED SECURE COMMUNICATION MODEL

As assumed in the literature, chaotic modulation is an
adequate means for secure transmission due to the properties
presented by chaotic systems, i.e. sensitive dependence on
parameters and initial conditions, ergodicity, mixing and
dense sinusoidal points. Thus, chaotic signal is similar to
pseudo random noise and used as a masking signal for
cryptographic purposes. A requirement of the pseudo random
noise used in cryptography is that its spectrum should be
infinitely broad and flat. In addition, its power density is
higher than that of the plain signal, in other words, power
spectrum of message signal is buried into that of masking
signal. Accordingly, time delay signal produced by multidelay
feedback systems can be considered for such purpose.

In this section, a secure communication model based on
synchronization of coupled multidelay feedback systems is
presented in which the analogous plain signal is concealed
by a time delay complex signal (called a carrier). In
addition, the number of possible models is equal to that of
synchronous schemes of coupled multidelay feedback systems
as described above. In fact, the difference among structures
of such models is very small. For simplicity, the secure
communication model considered in the present section is
that the master and the slave synchronize each other under
the scheme of lag synchronization with the synchronization
manifold y(t) = x(t− τdref

). The other ones will be given in
the section V.

The configuration of the proposed secure communication
model is depicted in Fig. 2 where the transmitter consists
of the master, DSG, and encryptor. The driving signal
produced by DSG is used for synchronizing the slave
in the receiver. The message signal i(t) is mixed with
the carrier in Encryptor. Since the master and the slave
synchronize each other, the difference between their state
variables is only the time length of delay τdref

, thus, the
equation for transmitted signal (called a ciphertext signal )
is C(t) = EN [i(t), xτdref

+τd1
, xτdref

+τd2
...xτdref

+τdN
].

Then, the resulting signal is sent to the receiver. At the
receiver side, the state variable of the slave is used as a
reference signal by Decryptor to retrieve the decrypted plain
signal i′(t) and the equation employed by Decryptor is
i′(t) = DE[C(t), yτd1

, yτd2
...yτdN

].

Example: To demonstrate the operation of the proposed
system, in this example, the dynamical equations are in the
form of six-delay Mackey-Glass system as:

Master:
dx

dt
= −αx+

P=6∑
i=1

mi
xτi

1 + xc
τi

(8)

Driving signal:

DS(t) =
P=6∑
i=1

ki
xτP+i

1 + xc
τP+i

(9)

Slave:

dy

dt
= −αy +

P=6∑
i=1

ni
yτi

1 + yc
τi

+DS(t) (10)
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Fig. 1: Structure of synchronization system

Fig. 2: Structure of the proposed secure model using the scheme of lag synchronization

As an exemplar case, the chosen equation to encrypt the
plain signal is in the form of

C(t) = EN [i(t), xτd1+τdref
, xτd2+τdref

...xτdN
+τdref

]

=
N=4∑
s=1

rs
xτds+τdref

1 + xc
dτs+τdref

+ i(t)
(11)

Assumed that the ciphertext signal is reached the receiver
without disturbance. Hence, the equation to decrypt the recov-
ered message signal is

i′(t) = DE[C(t), yτd1
, yτd2

...yτdN
]

=
N=4∑
s=1

rs
yτds

1 + yc
τds

− C(t)
(12)

The adopted value of parameters and delays for simulation
as: y(t) = x(t − τdref

), τdref
= 1.4, c = 10, α = 8.0,

m1 = −20.0, m2 = −15.0, m3 = −0.6, m4 = −16.0,
m5 = −25.0, m6 = −0.9, n1 = −0.7, n2 = −0.8,
n3 = −0.6, n4 = −0.4, n5 = −0.5, n6 = −0.9, k1 = −19.3,
k2 = −14.2, k3 = k6 = 0, k4 = −15.6, k5 = −24.5,
τ1 = 3.4, τ2 = 6.7, τ3 = 1.2, τ4 = 5.6, τ5 = 4.5, τ6 = 2.3,
τ7 = 4.8, τ8 = 8.1, τ9 = 7.0, τ10 = 5.9, r1 = −19.6,
r2 = −14.5, r3 = −15.3, r4 = −24.2, τd1 = 7.2, τd2 = 8.3,
τd3 = 10.5, τd4 = 11.6.

Shown in Fig. 3 is the simulation result for the message
signal i(t) = 0.1sin(40πt). The synchronization manifold
is illustrated on the portrait of y(t) versus x(t − τdref )
in Fig. 3(a). Since the synchronous regime gets stable, the
recovered plain signal is retrieved precisely at the receiver as
presented in Fig. 3(b) and its waveform is nearly identical
to that of message signal given in Fig. 3(c). Shown in
Figs. 3(d)-3(f) is the waveform of the driving signal, carrier,
and ciphertext signal.

IV. SECURITY ANALYSIS

In this section, security of the proposed model is discussed
and the simulation result of above example is used in the
analysis. Specifically, the breaking method based on power

spectrum analysis is realized to verify the security.
So far, there exists two main types of breaking methods

used to unmask the message signal from the ciphertext
signal transmitted in chaotic secure communication systems,
i.e. identification-based methods and characteristic-based
methods. In operation, while identification-based methods
need to reconstruct dynamics of transmitters, characteristic-
based ones exploit different properties of chaotic system
and/or different features of ciphertext to extract the message
signal. For the identification-based methods, as discussed
in [17] and therein, a multidelay feedback system can not
be reconstructed by existing reconstruction methods, in other
words, the proposed secure model must not be broken by
observing either the driving signal or the ciphertext signal.

In the literature [23], [24], [25], [26], [27], [28], [29], [30],
[31], each characteristic-based breaking method is designed
to attack a specific secure communication system. However,
the breaking method based on power spectrum analysis is a
simplest one and used widely as a basic test in most security
schemes, thus, any secure communication system should, at
least, be able to resist from this kind of breaking method.
The effectiveness of the breaking method is represented in
successful attacks on a series of chaotic secure systems [27],
[29], [31]. Accordingly, the security of the proposed model
will be checked by such breaking method by means of
specific example.

Illustrated in Fig. 4 is relative power spectrum of the carrier
and that of the ciphertext for the case of i(t) = 0.1sin(40πt)
in above example. It is easy to observe from Fig. 4(c) that
the spectrum of the plain signal is buried in that of the
carrier. However, the plain signal is revealed for the case
of i(t) = 0.5sin(40πt) as illustrated in Fig. 4(e). It can be
observed that the frequency of the plain signal clearly emerges
at f = 20 Hz over the background noise as a prominent
peak. As a result, it is impossible to extract the information
of the plain signal by analyzing the power spectrum of the
ciphertext if the power of the plain signal is sufficiently small.
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(a) Portrait of y(t) versus x(t − τdref
) (b) Part of plain signal

(c) Recovered plain signal (d) Driving signal

(e) Carrier (f) Ciphertext

Fig. 3: Simulation result



International Journal of Electrical, Electronic and Communication Sciences

ISSN: 2517-9438

Vol:4, No:3, 2010

409

(a) Logarithmic power spectrum of i(t) = 0.1sin(40πt) (b) Logarithmic power spectrum of the carrier

(c) Logarithmic power spectrum of the ciphertext with i(t) =
0.1sin(40πt)

(d) Logarithmic power spectrum of i(t) = 0.5sin(40πt)

(e) Logarithmic power spectrum of the ciphertext with i(t) =
0.5sin(40πt)

Fig. 4: Relative power spectra
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(a) Structure utilizing anticipating synchronization

(b) Structure utilizing projective-lag synchronization

(c) Structure utilizing projective-anticipating synchronization

Fig. 5: Various structures

V. CONCLUSIONS

In this paper, the secure communication model using
synchronization of coupled multidelay feedback systems has
been described and the security of the exemplar system is
checked by analyzing the power spectrum. The simulation
result shows that the secure communication system can resist
from the breaking method of power spectrum analysis, as a
result, the message signal is securely transmitted and precisely
recovered at the receiver side even using a simplest scheme
of masking modulation. Thus, the scheme of multiplicative
modulation may also be applied in this model. In addition,
the proposed model allows to choose suitable encryption
algorithms which assure the security. Moreover, the small
power of the message signal can be precisely recovered at the
receiver side due to the presence of the reference channel.

It can be observed from the small graph of Fig. 3(f) that
the message signal is clearly exposed in the ciphertext signal
since the synchronous regime between the master and the
slave has not been reached stable. To remove this drawback,
the plain signal is transmitted after the synchronization is
established completely. Furthermore, the security of the

proposed model can be enhanced significantly by changing
the value of manifold’s delay and/or that of system parameters
as the proposed schemes shown in [32]. However, for the
proposed model the change in the value of manifold’s delay
and/or that of system parameters can occur correspondingly to
transmission sessions. That is because the change can not take
place during transmission, otherwise large synchronization
error may cause a distortion in recovered message signal.

In consideration of the diversification of the model, the
other schemes of synchronization of coupled multidelay
feedback systems can be utilized in the proposed model.
Given in § III is the secure communication model utilizing
the scheme of lag synchronization. To use the scheme of
anticipating synchronization of coupled multidelay feedback
systems, the structure of Fig. 2 is modified to as shown in
Fig. 5(a). Comparing the structure given in Fig. 5(a) to that
illustrated in Fig. 2, the change is very small because the
difference between lag synchronization and anticipating one
is in the relative delay of state variables as shown in §II.
Hence, addition delay of τdref

is applied to retard the state
variable of the slave in Decryptor. Besides, under similar
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reasoning, the structures for the cases of utilizing the schemes
of projective-lag and projective-anticipating synchronizations
are shown in Figs. 5(b) and 5(c), respectively. It is clear that
the state variable of the slave must be scaled back before fed
to the decoder.
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