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Abstract— Tool Tracker is a client-server based application. It
is essentially a catalogue of various network monitoring and
management tools that are available online. There is a database
maintained on the server side that contains the information about
various tools. Several clients can access this information
simultaneously and utilize this information. The various categories of
tools considered are packet sniffers, port mappers, port scanners,
encryption tools, and vulnerability scanners etc for the development
of this application. This application provides a front end through
which the user can invoke any tool from a central repository for the
purpose of packet sniffing, port scanning, network analysis etc. Apart
from the tool, its description and the help files associated with it
would also be stored in the central repository. This facility will enable
the user to view the documentation pertaining to the tool without
having to download and install the tool. The application would update
the central repository with the latest versions of the tools. The
application would inform the user about the availability of a newer
version of the tool currently being used and give the choice of
installing the newer version to the user. Thus ToolTracker provides
any network administrator that much needed abstraction and ease-of-
use with respect to the tools that he can use to efficiently monitor a
network.

Keywords— network monitoring, single platform, client/server
application, version management

1. INTRODUCTION

Network monitoring for a corporate network is a critical IT
function that can save money in network performance,
employee productivity and infrastructure cost overruns. A
network monitoring system monitors an internal network for
problems. It can find and help resolve snail-paced webpage
downloads, lost-in-space e-mail, questionable user activity and
file delivery caused by overloaded, crashed servers, dicey
network connections or other devices.

Network monitoring can be achieved using various
softwares or a combination of plug-and-play hardware and
software appliance solutions. Virtually any kind of network
can be monitored. You can monitor devices on different
operating systems with a multitude of functions, ranging from
cell phones, to servers, routers and switches. These systems

can help you identify specific activities and performance
metrics, producing results that enable a business to address
various and sundry needs, including meeting compliance
requirements, stomping out internal security threats and
providing more operational visibility.

II. NETWORKING MONITORING

A. Importance of Networking Monitoring

The reasons to insist on network monitoring can be
summarized on a high level into maintaining the network's
health, ensuring availability and improving
performance. A network monitoring software can also help
you build a database of critical information that you can use to
plan for future growth.

current

Reading network traffic is essential for system
administrators, network engineers, and security analysts. At
some point there will be a need to read the network traffic
directly instead of monitoring application level details.
Examples of situations that might require monitoring network
traffic are, auditing network security, debugging network
configurations, and analyzing usage patterns. For this task we
use network monitoring software, or network sniffers, that
sniff the traffic your computer is able to see on the network.
What exactly your computer can see really depends on how the
network is laid out, but the easiest way to figure out what it
can see is just start sniffing.

The most common tools to do the job are readily available.
Many are even free to download and use. Two of the most
popular tools for monitoring network traffic are tcpdump and
Wireshark. Both are freely available for Windows, Linux, and
a variety of other platforms. There are also a number of
specialized tools that perform different functions and suit
different tasks. Some provide very basic and raw functionality
of reading and parsing every layer out of the stream, others
decode specific information they deem relevant out of the
protocol, and others provide graphical stream tracing for
viewing the flow of traffic.

B. Tools used for Network Monitoring

There are a plethora of free tools available online that can be
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categorized into various categories some of which include
packet sniffing tools, port mapping/scanning tools, encryption
tools, security tools, vulnerability scanners.

A Packet Sniffer is a computer software or hardware that
can intercept and log traffic passing over a digital network or
part of a network'. As data streams flow across the network,
the sniffer captures each packet and eventually decodes and
analyzes its content according to the appropriate specifications.
Packet sniffers can be used to detect network intrusion
attempts, gain information for effecting a network intrusion,
monitor network usage, gather and report network statistics,
and filter suspect content from network traffic.

Encryption Tools are mostly used to secure or sign
messages”. They protect the user's identity and provide the
confidentiality of the data transmitted. Encryption tools are
method of protecting secure information from hackers, by
encrypting information. The only way of getting access to that
information is by holding the decryption key. It is used in
various fields ranging from protecting sensitive information or
just protecting the privacy. Encryption tools use various
ciphers to encrypt the information according to a key which
then becomes the only way of decrypting the protected
information. For example a user wants to upload something on
a network drive but the information will be exposed to anyone
that has access to that network. If the information is encrypted
the user is safeguarded from information theft.

Vulnerability Scanners can be used to conduct network
reconnaissance, which is typically carried out by a remote
attacker attempting to gain information or access to a network
he/she is not authorized or allowed™. Network reconnaissance
is increasingly being used to exploit various network standards
and automated communication methods in order to determine
what types of computers are present, along with additional
information about those computers, such as the type and
version of its operating system. This information can be
analyzed for known or recently discovered vulnerabilities that
can be exploited to gain access to secure networks and
computers.

A Port Scanner is a piece of software designed to search a
network host for open ports”. This is often used by
administrators to check the security of their networks and by
hackers to compromise it. The information gathered by a port
scan has many legitimate uses, including the ability to verify
the security of a network. Port scanning can however also be
used by those who intend to compromise security. Many
exploits rely upon port scans to find open ports and send large
quantities of data in an attempt to trigger a condition known as
a buffer overflow. Such behavior can compromise the security
of a network and the computers therein, resulting in the loss or
exposure of sensitive information and the ability to do work.

C. Problems with Network Monitoring Tools

The lack of a single platform where the network monitoring
tools can be found makes the process of searching for these
tools a tedious task. After finding the required tool, the user
may not be aware of the dependencies with respect to that tool.
The absence of a mechanism, which informs of the latest
version changes with respect to these tools, is also a hurdle
towards using these tools effectively. There is no means by
which a user can be informed of any new tool released online.

III. COMPARISONS WITH EXISTING NETWORK MANAGEMENT
TooLs

There are several free network monitoring softwares
available online"". These tools can be made available by means
of a single platform in the form of the application developed
by us, namely Tool Tracker. The tools can be launched and
managed via this application which also provides the facility of
managing version changes with respect to these softwares.

The tools pertaining to network operation and management
require direct and efficient real-time access to data traveling on
the network. Software tools are usually preferred due to their
low cost and high versatility. But performance related
problems on high-speed networks is a cause of concern with
respect to software tools. The work presented in [3]
demonstrates that, despite the common belief, the performance
limits for software real-time network analysis tools has not yet
been reached and it can be improved further with limited
hardware support. Access to these quality tools can be
provided by means of our application Tool Tracker which
maintains a repository of the latest and widely used network
monitoring tools.

NNStat” was designed as a statistical analysis system that
has several attractive properties. It permits accurate summaries
of an event, flexible specification of types of events to record,
flexible storage of information about the events that are
observed. NNStat has been desribed as a poor man’s intrusion
detection system which sets alerts to fire when something
happened which the network manager believed should not
have happened.

NFR" is intellectually evolved from NNStat, but includes a
more generalized and powerful filtering language, as well as
the ability to trigger alerts and log complete packet
information. NFR is to be used as a platform for exploring
auditing and logging, while simultaneously providing a freely
available, high quality data source for researchers working on
intrusion detection.

While NNStat and NFR aim at providing a means of
performing statistical analysis on packets passing through a
network for intrusion detection, Tool Tracker aims at
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providing a single patform not only for packet analysis but for
other operations on packets which may include encryption, or
completely different tasks such as scanning of ports, use of
steganographic tools thereby allowing the user to use the best
tool for a particular scenario. With the availability of several
free tools online from different sources, the user faces
problems such as searching for the appropriate tool, assessing
if the tool meets their requirements, and keeping track of
changes in versions for each tool. Apart from the previously
mentioned problems, the users also suffers from the absence of
a single platform for accessing the various tools present locally
in their systems. The application developed by us aims at
eliminating all these problems therefore enabling the user to
focus only on the operation and management of the network.

IV. INTRODUCTION TO TOOL TRACKER

A. Overview of the application

The purpose of our application is to eliminate all the above
mentioned problems that users face when they use free
network monitoring/management tools from the internet. Tool
Tracker is a  catalogue  of network
monitoring/management tools available on the internet for
free. It groups the tools into various categories, hence making
it easier for the user to search for specific tools. It provides
facilities to view the documentation of a tool online. It
provides a facility to launch any installed tool from a single
platform. It helps manage version changes for all installed
tools.

various

B. Functional Specification

Tool Tracker divides its end users into two categories: Basic
Users and Admin Users. The functional specifications for the
end users are as follows:

1) The Basic user should have access to all contents of the
database, but should not be able to modify the
contents.

2) The Basic user should be able to launch all the installed
tools from this application .The application will
ensure that the user is made aware of the availability
of newer versions of installed tools.

3) A Basic user should be able to register as an Admin.

4) An Admin user should be able to perform all the
functions of a Basic user. Apart from these, an Admin
user should be able to authenticate himself with the
server.

5) An Admin user should be able to Add, Delete, Update
or Search for any tool in the database.

6) An Admin user should be able to accept/reject user
requests for Admin privileges.

V. HIGH LEVEL DESIGN

A. Design Considerations

There are three entities as follows:
1) Client

2) Server

3) Database
Data flow is divided into the process:

1) Client sending a query to the server.

2) Server querying the database.

3) Database returning the results of the query to an
XML generator.

4) XML generator sending the generated XML file
back to the client.

5) Client requesting for the Admin Pages that reside
on the server.

6) Server rendering the generated HTML pages on the
Client’s browser.

B. Architectural Strategies

The high level architecture of Tool Tracker is as shown in
Fig 1. The client establishes a socket connection with the
server to access information about the tools. The information
resides in a database on the server. The server generates an
XML file containing the results of the database query, and
sends it back to the client via the same socket connection. The
server forks a new child process for every new client
connection that it receives. The client then parses the XML file
and displays the results on its GUI to the end user.

XML file

Generate
XML using
results

Retrieve
query & send
to database

Convert
clientaction
into query

it
Database ==

CLIENT [

action

statement

1.1 1.3

admin login

file path

Request
HTML file

1.4

Generate
PHP/HTML
file

HTML file

1.5

Fig. 1 Data Flow Diagram, Level 1

VI. DETAILED DESIGN

A. Activity Diagrams

Since ToolTracker categorizes its users into two categories,
their activity diagrams are as shown in Fig 2 and 3.
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graphical user interface to allow the user to view the
k information and make the right decision as to which tool can

be used in a given scenario. It provides a level of abstraction
tween the user and the tools by means of a single platform
Information

for accessing the tools present in the database. The application

Change /Choose default
browser

Select Categary

sures that the user is aware of the version changes with
respect to the tools present in the database. It also allows the
administrator of the application to log on to an administrator’s
website, to add, delete, and update any tool present in the
database.

Java has been used for implementing the front end, the
client server communication and the xml parser on the client
side.

On the server side, Java has been used for implementing the
client server communication. Pre Hypertext Processor has been
used for implementing the xml generator. The information
regarding each tool is stored on a database on the server.
Linux, Apache, MySQL and Pre Hypertext Processor have
been used to implement the administrator’s web pages.

Browse local file
system

Slmuess

View Tool Information

View Tool Properties

Browser local file
system

\5 B. Challenges faced during implementation
(J

There were various challenges that we faced during the
Fig. 2 Activity Diagram for a Basic User. development of this application. Some of them are listed
below:
1) Listening to multiple client requests and servicing them
simultaneously with the help of a robust multi-
Legls threaded model.
2) Generating an XML file from the results of the

database query on the server.
thluﬂ

N\ 3) Waiting for the complete XML file to arrive on the
o client machine from the server before commencing
/Ajm\ /Sfm /J\ /;:1\\ /viﬁ thelparsmg process. 4
R A > 4) Parsing the XML file in order to display the Tool
kr/ \‘vr/ — information on the client’s GUI
—— E“‘"Q“"’ T Selecchect C. Strategies used to tackle difficulties

Database
\—l—/ These are the strategies and techniques we used to tackle the
T = @ difficulties mentioned above.

Suceess D:lete From .
/L\ Make Cbanges \Du—/ 1) We created a JAVA program on the server side that

<vmwm-«cm/mmus L constantly listens on a pre-defined port for client

e / \ requests.
Reflect Changes Back .
\ <\1Lm_§f/>/ 2) Once a request has arrived, we fork a new process to
\\ / // \ handle the request.

AN / / 3) The forked process converts the client request into a
\\\ / // database query and invokes an appropriate PHP Script

%.%/ that queries the database for results.

N

4) Then, another dedicated PHP Script is invoked that
Fig. 3 Activity Diagram for an Admin user. converts the database results into an XML file.
5) Once the XML file is created, the background JAVA
Program pushes the file into a buffer and in-turn back
to the client that requested for the data.
VIL. IMPLEMENTATION OF TOOLTRACKER 6) In the client side, once a request has been sent, we
make fork another process that waits for the XML file
to arrive on the client’s buffer. Until a notification
ToolTracker was implemented as a client/server occurs from the forked process, we make the main
application which maintains a database of free network program sleep.
monitoring tools available online. It provides a simple

A. Overview of the implementation process
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7) After receiving the full XML file we use an in-built
XML Parser provided in the JAVA development
Toolkit.

8) The XML Parser gives out a DOM (Document Object
Model) object as a result of the parsing process.

9) We then use this DOM object and display the
requested contents on the client’s GUIL

VIII. CONCLUSION

A. Conclusion

Effective management of various network monitoring and
management tools on every users machine is becoming the
need of the hour. Providing this much needed facility to the
users helps them to easily monitor or manage networks, carry
out simulations, test networking equipment and do many other
functions without having to focus much on the tools that are
needed to perform these functions. An automatic version
management mechanism is very much needed as the users will
be always in sync with the latest versions of tools that are
available on the internet.

Tool Tracker provides these functionalities to a user in a
very simple and innovative way using Open Source
technologies. It caters to a wide range of users as it comes with
different versions for Windows and Linux Operating Systems.
It also provides the much needed level of abstraction that a
user would expect from this kind of an application. By
segmenting the users into Basic and Admin categories, the
application ensures that no unauthorized access is allowed,
thereby always making sure that only legitimate content is
stored in the database and no harm is done to the clients’
machines.

B. Limitations

Although Tool Tracker has the necessary functionality and
features in it to cater to a large segment of users, there are
some limitations.

1) As of now, we haven’t extended this application to
cater to users of other Operating Systems like
Macintosh, etc.

2) After installation of a particular tool, the user has to
manually enter the path-name of its executable; this
is done in order to launch the tool from the
application in the future. This can be seen as a
limitation, but it provides the user full freedom to
install the tool in any location on his/her machine.

3) This tool can be implemented as a Web service by
using SOAP (Simple Object Access Protocol) this
will make the client log into the application over the
internet, thereby not having to install the application
locally.

APPENDIX

Some of the snapshots of the ToolTracker client and server
applications running are shown in the figures below.

Welcome to Tool Tracker Betal!

This application is 8 CATALOGUE of various nefwork management/moniforing
tools that are available FREE on the internel.

The essential features of the application are:
— Comes with separate versions for Windows and Linux users.
= Provides information about all popular tools available online.

— Groups the tools info various categories, hence making it easier for you fo
soarch for specific fools.

—- Provides facilities fo view the documentation'help pages of all foofs and also
download them,

-~ Provides facifities to launch all the installed toofs from one single platform,
- Provides version management for all installed tools

— Vory easy fo use.
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Fig. 6 Tool Properties on ToolTracker Windows client
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WIRESHARK PROPERTIES

Category Name:
Packet Sniffers
Version Number.
0.99.8
Link to Man Pages:
http:  few wireshark org/docs/
Link to download:
hittga: ] iy wirestiark, ora) downlaad. il
Last Modified by Admin(YYYY-MM-0D )
2008-04-20

RUN TOOL || VIEW MAN PAGES | REFRESH

| BACK || ENTERPATH NAME OF EXE || CHANGE/CHOOSE DEFAULT BROWSER |

@ Print screer | X Tool Trac

Fig. 7 Tool {Properties on ToolTracker Linux client
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